
Written decision pertaining to the withholding of SAM.gov Entity registration POC emails 
and POC phone numbers is as follows: 

  
 A SAM.gov security risk was identified: The SAM API does not restrict access to 

registration contact information and that information is harvested utilizing 
unlimited API keys.  
 

 Risk mitigation options were developed and evaluated. 
 

 In a 12/03/2019 email, the Information System Security Officer (ISSO), Integrated 
Award Environment (IAE), US General Services Administration, made the 
determination: “As the ISSO, I will go with option 2, which is to remove the POC 
email addresses and phone numbers from the current API response.” That 
written decision is included below.  
 

 
 

 
 
 


